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Cyber Security Month 23
Cyber Security Month 23 is nearly upon us. Have you decided what your priority messages, 
topics or risk areas are this year? 
What we know at TSC is that everyone’s needs and requirements are different, so we have 
pulled together a menu of 48 different resources that will support you, whatever your agenda, 
during Cyber Security Month 23.
All our products are created by communication and subject matter experts, using a variety of 
media to cater to all learning styles and bring the topic to life. 

Topic areas available this CSM23:
• Protecting my identity
• Phishing 
• Passwords and MFA 
• Protecting information
• Ransomware

• Safe use of social media
• Supply chain
•  Looking ahead – including IoT, 

AI, Virtual reality, ChatGPT and 
Metaverse

CSM 23 offer

PP  = Primary product

SP  = Secondary product

Buy Get Free

Option 1 2 primary products PP of your choice 1 secondary product SP  of your choice

Option 2 3 primary products PP of your choice 2 secondary products SP  of your choice

Option 3 3 secondary products SP of your choice 3 secondary products SP  of your choice

Deliverables vary in duration and levels of customisation.
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Protecting my 
digital identity

A 10-minute course 
utilising interactive 
learning techniques to 
educate learners on 
what their digital identity 
is and how to protect 
their digital footprint, 
accounts and devices 
from identity thieves.
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Check

A fun, 10-minute 
interactive game that 
enables players to get 
hands-on to learn about 
the hazards of virtual 
reality and the potential 
pitfalls of interacting 
with strangers in the 
metaverse.
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Deepfakes

An engaging 2-minute 
animated video explaining 
the dangers of artifi cial 
intelligence and deepfakes 
and how to protect 
against them.
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Protect 
your digital 
identity

A one-page 
leafl et using easily 
understandable 
language and simple 
graphical elements 
to provide learners 
with practical tips for 
keeping their personal 
information safe.
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identity

A 30-second animated 
overview of the top ways 
learners can keep their 
digital identity secure.
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Drag and drop the faces to the 
video player to find out more.

Do you know what a deepfake is? It’s where AI 
gathers raw data and uses it to create new data 
with the same characteristics. So, for example, it 
could take hundreds of videos and images of you 
from the internet and use it to create a new video 
of you in a fake situation. 

Protect your future
As technology continues to evolve, it’s vital we 
have one eye on the future so we can stay secure.

Step 4:
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Know the Essentials: Deepfakes

Or you requesting 
a bank loan?

requesting 

If your digital 
identity was 
stolen

• Setting your avatar to public 

• Revealing too much detail about your organisation and role 

• Discussing your current job and previous jobs

• Divulging your login credentials

• Oversharing personal details

Select the 'How to play' button to get started.

Things 
to avoid

• Revealing too much detail about your organisation and role 

• Discussing your current job and previous jobs

• Divulging your login credentials

Select the 'How to play' button to get started.

Things 
to avoid

How to play

Protect your 
digital identity

Protect your online space
Your online accounts contain huge amounts of information about you that 
a cybercriminal could use to steal your identity. To protect them:

Imagine if somebody turned up at your workplace one day 
– they look like you, they know everything about you, they’re 
even using your name. It sounds like a film plot, doesn’t it?

In the online world, a scenario like this isn’t so far-fetched. 
In a time where we increasingly carry out our transactions 
online, from banking to shopping to remote working, 
your identity is a very tempting target for cybercriminals. 

Don’t let a malicious actor take over your life – follow these top tips to keep your identity secure.

Protect your face
Our digital spaces encourage us to put our images everywhere, but your face 
belongs to you. The more images that can be found of you online, the easier it is 
to build a convincing deepfake. So:

Just in case…
No matter what steps you take, there’s always a chance that a cunning 
cybercriminal can steal your identity. To protect yourself in case the worst 
should happen:

Your identity belongs to you. Be secure and keep it that way.

Protect your 
identity

Imagine if somebody turned up at your workplace one day 
– they look like you, they know everything about you, they’re 
even using your name. It sounds like a film plot, doesn’t it?

In the online world, a scenario like this isn’t so far-fetched. 
In a time where we increasingly carry out our transactions 
online, from banking to shopping to remote working, 
your identity is a very tempting target for cybercriminals. 

DID YOU KNOW?
Using artificial intelligence (AI), cybercriminals could take the photos and videos they find of you 
online and use them to create a convincing digital replica of you – this is known as a deepfake.

Use long, strong passwords, and use a different one for every account

Use multifactor authentication and biometrics (such as fingerprint or face scanning) 
wherever available

Never post sensitive information about yourself, such as your full name, your hometown 
and your pets’ names, as these all help cybercriminals build a picture of you 

Be wary of apps that ask you to upload photos of your face, and always check the terms and 
conditions before doing so

Limit the number of social media posts you make and don’t post excessive detail

Keep your profiles locked down so only people you know and trust can see them

Regularly back up your data to a trusted cloud application (if you’re backing up work data, 
only use approved solutions)

Consider taking out identity fraud alerts with trusted providers

Keep an eye on your bank accounts for any unusual activity

1
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3

Topic areas

PP PPPP

SPSP

Protecting my identity

PP  = Primary product

SP  = Secondary product

Deliverables vary in duration and levels of customisation.
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Phishing 

An engaging 2-minute 
animated video explaining 
phishing, the risks and 
how to spot a phishing 
message.

Phishing 

A highly interactive 
10-minute course focusing 
on all aspects of phishing, 
including the different 
types of phishing and the 
different delivery methods.
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Dangerous 
diff erences

A fun and compelling 
game that enables 
players to spot the small 
differences in, for example, 
fake website addresses.
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Account 
hijacking

A 30-second animated 
overview on how phishing 
can lead to account 
hijacking.

G
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Don’t take 
the bait

A quick and easy to play 
game that enables players 
to spot the differences 
between pairs of emails 
and in doing so identify 
the phishing email and 
report it.
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How to spot 
phishing and 
fake news

A one-page static 
infographic providing 
practical tips on how 
to spot phishing and 
fake news.
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HOW ?DO I

NextBack

In this course, 
you will learn how 
to spot phishing 
attacks and protect 
yourself, and [insert 
company name], 
from phishing scams.

An eLearning course 

Recognise and deal 
with phishing attacks?

To complete this course, work your way through each section.

At the end, there will be 5 questions to answer. You will need to answer 
at least 4 out of 5 correctly to complete the course successfully.

The module should take you around  10 minutes to complete.

Throughout the course, use the                and                buttons to navigate.

To begin, type your name here then select 'Next'.
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Account 
hijacking

Account 

START

PHISH / NO-PHISH GAME
Phishing is one of the biggest threats to 
information security.

Our phish / no-phish game will help you recognise 
the signs of a phishing email. 

You will be given a pair of statements you might see 
in an email. You must decide which one is phishy and 
could put you and our information at risk.

Try to get as many correct answers in a row as possible.

How to play Ts & Cs

Dangerous Differences

Fake websites, phishing emails, smishing and scams… everywhere, malicious 
content masquerades as the real deal.  

Scanning information, however, for the signs of scams is a key cybersecurity 
safeguard and skill. It’s the first step in stopping, thinking and reporting a 
suspected threat.

Ready to build your scam-spotting confidence with our odd-one-out challenge?
Let’s fire up your brain’s perceptual decision-making centres.

Once you’ve played the game, submit your score to be in with a chance of 
winning [insert details]. More information on the prize draw is available in the 
terms and conditions.

Dangerous Differences

Fake websites, phishing emails, smishing and scams… everywhere, malicious 

, however, for the signs of scams is a key cybersecurity 
stopping, thinking and reporting a 

Ready to build your scam-spotting confidence with our odd-one-out challenge?
Let’s fire up your brain’s perceptual decision-making centres.

Once you’ve played the game, submit your score to be in with a chance of 
winning [insert details]. More information on the prize draw is available in the 

How to spot 
phishing and 
fake news

Mimics a legitimate email 
or website and aims to steal your 
personal information. Phishing emails 
are often targeted at a company and 
its employees.

A form of news that consists 
of misinformation or hoaxes. It is 
often spread through social media 
including Facebook, WhatsApp 
and Twitter.

??

Phishing Fake news

Check the email address carefully
for misspellings or letters replaced by 
numbers or symbols.

Don’t assume the message 
is genuine because you know the 
person who shared it – always verify the 
original source.

Incorrect ‘From’ address

Phishers want to trick victims into 
thinking the email comes from a legitimate 
sender – there may only be a small error 
in the address.

Trusted source claims

Fake news claims to come from 
a trusted source, such as a nurse, 
doctor or government employee, 
who is a ‘friend’ of the sender.

Don’t let a sense of urgency convince 
you to act quickly – take your time.

Check to see if the story has been reported 
by credible sources, such as the 
government or NHS.

Urgent subject

The subject line 
encourages you to act 
quickly. For example, 
‘URGENT’, ‘Action needed’ 
or ‘Limited time only’.

Breaking news

Headlines or titles relate to current major 
events and aim to exploit heightened 
emotions. For example, ‘sip water every 15 
minutes to wash away the coronavirus’. 

If you think the message is genuine, 
type the real web address into 
your browser and log in to your 
account to check.

Use a reputable fact checking 
website, such as fullfact.org, to verify 
suspicious facts.

Demands or threats

Phishers often try to scare you into acting 
or ignoring procedures. For example, 
‘your account has been suspended’ 
or ‘payment required’.

Urgency

The message will have a sense 
of urgency or use sensationalised 
language. For example, ‘scandalous’ 
or ‘THIS IS IMPORTANT’. 

Be suspicious of emails containing 
spelling or grammar mistakes.

Look out for excessive punctuation
or spelling or grammar errors.

Spelling errors

Spelling and grammar mistakes 
are a common feature of 
phishing attacks. 

Excessive punctuation

Fake news may use lots of capital letters and 
exclamation marks. Like other scams, these 
messages may also contain spelling and 
grammar errors.

Do not click links or download 
attachments in emails you were 
not expecting. 

Check images by right-clicking them and 
selecting ‘Search Google for image’ – this will 
show other places the image has appeared.

Includes an attachment

Phishers may add 
documents that 
contain malware. 

Use images or videos

Fake news posts may contain images or 
videos that have been altered or are not 
what they claim to be. Check them carefully 
and do not believe everything you read, 
see or watch online.

Hover over links in emails to 
check their real destinations and look 
out for misspellings.

Look for the story by visiting the 
legitimate news website directly. 

Mismatched links

Hovering over a link reveals the address 
does not match the link text, or the URL 
is similar to a legitimate site but with a 
small change.

Fake websites

Some messages contain 
links to fake websites that 
are designed to look like a 
legitimate source or news outlet. Check URLs 
carefully to ensure it’s the site you expect.

Never send sensitive information
via email, and always check you are on a 
legitimate site before entering any details.

Do not forward suspicious messages on 
– this helps prevent the misinformation from 
spreading any further.

Personal information

You’re asked to log into an account 
or confirm your credit card number 
or other private information. 

Sharing

The message encourages you to 
‘protect your loved ones’ by quickly
sharing the message – this is a trick 
that makes people act without checking.

If you receive a suspicious email at 
work, report it by [insert details].

At home, you can report scams to 
Action Fraud.

See it. Say it.

1  Check who it is from

2  Check the subject or title

3  Check what it is about

6  Is there an attachment?

5  Is there a link? Check it

4  Are there any mistakes?

7  Does it ask you for something?

Topic areas

PPPP

PP SP

PP

SP

Phishing

PP  = Primary product

SP  = Secondary product

Deliverables vary in duration and levels of customisation.
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How do I manage 
my passwords

An interactive eLearning 
module enabling 
colleagues to understand 
the importance of long and 
strong passwords, how 
to create, remember and 
manage them. Concluding 
with how to protect 
passwords at all times.
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challenge game

A 10-minute interactive 
game that enables 
players to practice 
creating long and strong 
passwords with tips and 
a challenge on how to 
remember them.

None shall 
pass(word)

A fun, stylised game 
taking the players 
through the challenge 
of identifying all 
the strategies 
cybercriminals use to 
crack or compromise 
passwords.
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Authentication 
hack

A 30-second animated 
Gif demonstrating how 
to prevent passwords 
being compromised.
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Select                  to continue.

In this course, 
you will learn how 
to create strong 
passwords and 
the importance of 
keeping them secure.

At the end, there are 5 questions to answer.  

You will need to answer at least 4 out of 5 correctly 
to complete the course successfully.

The course should take you around 
5 minutes to complete.

An eLearning course 
Manage my passwords?

Next

but loser for 
passwords 

choose different initial passwords

cats$petsscart5

Check passwordReset

c a t s $ p e t s s c a r t 5

Length:
8 characters is good

Lowercase:
Good, at least 1 lowercase

Uppercase:
Good, at least 1 lowercase

Numbers:
Good, at least 1 number

Special characters:
Good, at least 1 character

Choose who you would like to play against first. 

Then select the behaviours that will prevent the attack.

Topic areas

PP PP PP

SP

Passwords and MFA

PP  = Primary product

SP  = Secondary product

Deliverables vary in duration and levels of customisation.
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Protecting 
information

A 10-minute course, with 
a variety of interactive 
elements enabling the 
learner to understand 
the importance of 
protecting data and the 
consequences of a data 
breach.
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This game provides a 
race against time to 
deploy a protective ‘cyber 
mesh’ to stop classifi ed 
data leaking out.
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Data 
protection

An engaging 2-minute 
animated video explaining 
the data lifecycle and 
protecting data at all 
stages of the lifecycle.
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Defend 
our data

A one-page 
infographic using 
easily understandable 
language and simple 
graphical elements to 
provide learners with 
practical tips for keeping 
information safe.
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Protecting 
data

A 30-second animated 
video on protecting data 
during its lifecycle.
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NextBackX

Select                  to begin.

In this course, you 
will learn how to 
protect personal 
and company 
information and 
understand the 
consequences of a 
data breach.

At the end, there will be 5 ques�ons to answer. 

You will need to correctly answer at least 4 out of 5 
to complete the course successfully. 

The course should take you around 
10 minutes to complete.

eLearning course 

Protect personal and 
company information? 
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Next

Data is the 
lifeblood of 
our company

SAFETY NET
Select the first icon to start the game.

00:30

Keep your 

passwords secret

Do not click on links or attachments sent from unknown sources Lock away 

sensitive data

Lock your screen when you move away from it

Double-check email recipients before pressing 
send

Only print 
documents 

when essential 

Dispose of sensitive information securely – shred it or put it in a confidential waste bin

Report data losses or 

suspicious activity

html

Defend 
our data

Information – it’s everywhere. 
And it’s extremely valuable.
If our information were lost, 

stolen or compromised, 
it could do huge damage.

Follow these top tips 
to stay safe.

Only print 
documents 

when essential 

If our information were lost
stolen or compromised, 

it could do huge damage.

Follow these top tips 
to stay safe.

Topic areas

PP PPPP

SPSP

Protecting information

PP  = Primary product

SP  = Secondary product

Deliverables vary in duration and levels of customisation.
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Ransomware 
resistance

A fun, 10-minute game, 
against the clock where 
players need to answer 
fi ve questions correctly 
to prove you are worthy 
of joining the Resistance. 
Only then can you play the 
game and help stop the 
Ransom Raccoons.

Ransomware

An engaging 2-minute 
animated video 
covering the evolution 
of ransomware and 
how to prevent a 
ransomware attack.
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Ransomware

A two-page infographic 
using graphical 
elements covering the 
risks of ransomware 
and practical tips on 
how to minimise the risk 
of an attack.
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Join the resistance

To stop them, we need you to join our Ransomware Resistance, 
but do you have what it takes?

Select the button to get started.

The Ransom Raccoons are causing mayhem across 
the town. They’re attempting to gain access to our 
homes and businesses so they can infect our 
devices with ransomware. And if they manage it, 
their malicious software will hold our devices 
and sensitive information to ransom.

Know the Essentials: Ransomware

Ransomware 
is a type of 
malware

Resisting 
ransomware

Ransomware is one of the biggest cyber threats organisations currently face. An attack could cause 
devastation to an organisation like ours. It could:

Ask: 
Quick questions for your group

1 & 2 Cybersecurity Ventures, ‘Global Ransomware Damage Costs Predicted To Exceed $265 Billion By 2031’, June 2021

But what is it?

Held to ransom
Ransomware is a notorious type of malicious 
software (malware) that encrypts data and 
systems and prevents the victim from accessing 
them. The attackers demand a ransom payment 
in return for a decryption key to unlock 
the systems.

Usually, the attackers demand that the 
ransom is paid in cryptocurrency, such as 
Bitcoin. This is because cryptocurrency is 
much more difficult to track than standard 
currency transactions. 

More recently, ransomware attackers steal 
sensitive data before they encrypt it. They will 
then threaten to release the data publicly if 
the ransom is not paid.

A huge threat
If you take a look at the 
newspaper headlines in any 
given week, you can be sure 
to find an example of another 
big ransomware attack. 
Ransomware is hugely popular 
with cybercriminals – in fact, it’s estimated that one 
ransomware attack takes place every two seconds2.

Cost us millions 
to clear up

Lead to a data breach 
and regulatory fines

Reduce the trust our 
customers have in us

Take down our systems 
and stop us from 

functioning

Did you know?
By 2031, it is estimated that the By 2031, it is estimated that the 
worldwide cost of ransomware will exceed worldwide cost of ransomware will exceed 

$265 billion1
 . .

Topic areas

PPPP SP

Ransomware

PP  = Primary product

SP  = Secondary product

Deliverables vary in duration and levels of customisation.
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My digital 
footprint

A 15-minute interactive 
course where learners 
will explore what a digital 
footprint is and how to 
protect their privacy 
while online.
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Cybermaze

A fun, 10-minute individual 
or team game in fi ve zones 
with a unique challenge in 
each zone.
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Safe use of 
social media

An engaging 2-minute 
animated video exploring 
different types of social 
media, the risks and how 
to stay safe.
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Social media 
harvesting

A fun, 5-minute interactive 
game that enables players 
to learn about the hazards 
of disclosing personal 
information on social 
media platforms and 
how this can be used by 
cybercriminals.

G
am

e

Social 
media

A two-page leafl et 
explaining practical tips 
on to stay safe when 
using social media.
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digital footprint?
What is my

Your digital footprint 
is everything you 
leave behind when 
using an online 
application or service. 

Some of the information will be 
left intentionally, for example, a 
post you share on social media, but 
other information will be left without 
you being aware. 

Select each cloud icon to learn more.

Know the Essentials: Social media

They look to steal your information

Sally Price

4th December 1972

Romford, UK

Employer: [client name

Penny Smith [Mother]

Sally Price

4th December 1972

Romford, UK

Employer: [client name

Penny Smith [Mother]

zone 1

zone 2

zone 4

zone 3

zone 5

Stay safe on 
social media

Social media is an important channel of 
communication in both our personal and 
professional lives.

However, the connections we make and the 
data we share can put us at risk.

Follow our top tips to stay safe on social media.

  Be aware of the information 
that can be picked up from 
your photos

Think about the shadow you are 
casting. This photo shows Noelle 
in the office and it identifies her 
colleagues. She is also wearing 
an Inmarsat identity badge. This 
could open us up to targeted 
phishing attacks.

  Be accountable for your 
own privacy

Noelle’s full name, date of birth, 
hometown and contact details 
are visible for anyone to see. This 
information could put Noelle at 
risk of fraud or identity theft.

  Don’t advertise your 
location

Noelle’s post lets criminals know 
that she will be on holiday for 
the next two weeks, potentially 
leaving her home unoccupied. 
Cybercriminals may also choose 
this time to launch an attack, as 
she is less likely to notice unusual 
activity on her accounts.

  Be suspicious of online 
questionnaires and activities

Noelle has unwittingly revealed 
sensitive information – her first 
pet’s name and her mother’s 
maiden name. This information 
is commonly used in passwords 
and security questions, so is 
highly desirable to cybercriminals.

Pause before you post

Posts

Date of birth:
5th August 1982

Hometown:
Leicester

Tel number: 
0208 1111 882

Noelle Armstrong
27th June 2019

I’m off to Florida on holiday for the next two weeks. 
Looking forward to visiting the Kennedy Space Center! 

Noelle Armstrong

Noelle Armstrong
21st May 2019

Your intergalactic superhero 
name is the name of your first pet 
and your mum’s maiden name.
Mine is Apollo Angelo!

1
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3
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Topic areas

PP

PP

PP PP

SP

Safe use of social media

PP  = Primary product

SP  = Secondary product

Deliverables vary in duration and levels of customisation.
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Third party risk 
management

A 10 minute interactive 
eLearning module which 
enables learners to 
identify security risk in 
the supply chain and 
work securely with third 
parties.
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risk management

This 2-minute animated 
video explains the 
importance of data handling 
and protection when 
working with third-party 
suppliers. The customisable 
version includes practical 
steps for working securely 
with suppliers.

10 steps 
to supplier 
confi dence

This one page checklist 
provides valuable 
guidance on the 
essential information to 
gather when engaging 
with a new third-party 
supplier.
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Third party risk 
management

A 500 word article 
introducing readers to the 
current threat landscape 
in relation to the supply 
chain and outlining 
practical steps to 
minimise the risks.
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From:  james.joyce@suppli3r.com
To:   virginia.woolfe@ourorganisation.com 
Subject:  Supplier Invoice #123 
Attachment: New bank details.xls

Hi V,

I hope you’re well. Our bank account details have changed – please could you 
update these on your system? Details in the attachment.

Payment of invoice #123 is overdue, so please make payment to the new account 
by COP TODAY or we will cut off your system access.

Thanks,

James

Our relationships with 
third-party suppliers can be 
exploited by cybercriminals, 
particularly through 
phishing attacks.

and third parties
Phishing

NextBackX
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Security:
know the 
Essentials

THIRD-PARTY 
RISK MANAGEMENT

10

9

8

7

4

6

5

3

2

1

Working with a third-party supplier of goods and 
services promises us many advantages.

But third-party relationships can also open us up to 
new risks. Risks to the data we handle, our operations 
and our reputation. 

High risk third-party suppliers include those 
who provide software, cloud services, telecoms, 
hosting or testing services, handling of data and 
IT development, support or infrastructure. 

What is our best defence against 
third-party supplier risks?

To gather detailed information before we engage with a new 
third-party supplier, take a new service from an existing supplier, 
or let a supplier access the data we handle.

Third-Party Risk 
Management
10 steps to supplier confidence

Start by asking some essential questions, 
such as:

Then, post-contract caution

Ask thorough questions, 
immediately report any concerns.

Who is in their supply chain and what oversight 
arrangements do they have?

Where the data will be stored

Which legislation governs the third-party, 
and is it equal to ours?

How data will be transferred 
between us

Do they have ‘Right to Audit’ 
or equivalent arrangements?

Their encryption process for 
data in transit and at rest

What are their Human Resources policies 
and procedures, including codes of conduct 
and what constitutes a breach of security?

Their data backup and recovery 
mechanisms

What are their security training and 
compliance arrangements?

What are their physical and 
environmental security arrangements?

Once we have identified, assessed and mitigated the risks we 
discovered during our questioning, we must turn to monitoring 
these risks.

Think about how you can help us respond quickly to a potential 
data breach or cyber attack on a third-party supplier. 

Next, request evidence to confirm 
the following:

Topic areas
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Supply Chain

Third Party Risk Management campaign article

Stay safe with our suppliers

Making cyber security allies of our third-party suppliers is fundamental in protecting our data and
systems and securing our success. 

Some of our suppliers handle personal data on our behalf; storing it and processing it around the 
clock and, in the event of a cyberattack, supporting our response and recovery efforts.

But…what could go wrong?

As an extension of our company, third party suppliers are as responsible for the security of our
data as every member of our staff. 

A supplier that fails to protect the information they are custodians of could inflict damage on our 
company, our customers and reputation. 

Recent incident for Toyota

Production at the Japanese car manufacturer, Toyota, was stopped because of a third-party
security incident.

The total shutdown of Toyota’s operations was ordered to mitigate the risk of a devastating
supply chain cyberattack from a supplier of component parts.

Production of 13,000 vehicles was impacted by the emergency security response which closed 14 
Toyota factories in Japan. 

Protecting us

With our policies and processes, we are well placed to demand the highest degree of diligence 
from our suppliers in terms of their infrastructure and data arrangements and aiming for total 
confidence in our partners.

However, even with all the requirements and contracts in place, any organisation could become 
victim of a cyberattack. Therefore, close working relationships and our ability to respond in the 
event of an attack on one of our suppliers is critical.

We assess our suppliers extensively on subjects ranging from data encryption and data backups
to staff security awareness training and the physical security of premises. 

Suppliers are obliged to comply with our data protection, anti-malware and acceptable use 
policies.

Your part

If you are responsible for engaging and managing a third-party supplier relationship we advise 
you follow this five-step process for more secure working relationships:

W

PP  = Primary product

SP  = Secondary product

Deliverables vary in duration and levels of customisation.
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IOT

An engaging 1-minute 
animated video 
explaining what the 
Internet-of-Things is.

Metaverse

A highly engaging 
10-minute eLearning course 
that will enable learners to 
explain what the metaverse 
is, understand the difference 
between augmented reality 
(AR) and virtual reality 
(VR) and know how to stay 
secure when in a virtual 
reality environment.
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By the end of this 5-minute 
interactive eLearning 
module learners will be 
able to explain what 
ChatGPT is, understand 
some risks associated 
with ChatGPT and know 
how to keep secure 
now and in the future.
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AI and 
deepfakes

A 10-minute interactive 
eLearning module covering 
what ‘AI’ (Artifi cial 
Intelligence) is, how it 
might be used maliciously 
and how you can stay 
secure when using it.
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Metaverse

What on earth is 
the metaverse? 
This infographic 
explains all.
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Virtual reality

The aim of the game is for 
the player to recognise the 
dangers of interacting with 
strangers in Virtual Reality. 
The player must fi rst 
create a safe avatar and 
then divulge nothing to 
the stranger they meet, 
who could well be a 
social engineer. 
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Internet of Things

Next

An eLearning course 
. . . the Metaverse

Select                  to continue.

In this course, 
you will learn 
what the 
‘metaverse’ is and 
how you can stay 
secure when 
using it.

At the end, there will be 5 questions 
to answer. You will need to correctly 
answer at least 4 out of 5 to 
complete the course successfully. 

The course should take 
you around 5 minutes
to complete. 

WHAT 
ON 

EARTH 
IS . . .

NextBackX
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Next

An eLearning course 

. . . Artificial 
  Intelligence (AI)?

Select                  to continue.

In this course, you will 
learn what ‘AI’ 
(Artificial Intelligence) 
is, how it might be 
used maliciously and 
how you can stay 
secure when using it.

At the end, there will be 5 
questions to answer. You will 
need to correctly answer at 
least 4 out of 5 to complete 
the course successfully. 

WHAT 
ON 

EARTH 
IS . . .

The course should take 
you around 5 minutes
to complete. 
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• Setting your avatar to public 

• Revealing too much detail about your organisation and role 

• Discussing your current job and previous jobs

• Divulging your login credentials

• Oversharing personal details

Select the 'How to play' button to get started.

Things 
to avoid

• Revealing too much detail about your organisation and role 

• Discussing your current job and previous jobs

• Divulging your login credentials

Select the 'How to play' button to get started.

Things 
to avoid

How to play

Next

An eLearning course 
. . . ChatGPT?

Select                  to continue.

In this course, you will 
learn what ChatGPT 
is, how it is being 
used and how it may 
be used maliciously. 
The course will also 
cover how you can 
stay secure.

At the end, there will be 5 
questions to answer. You will 
need to correctly answer at 
least 4 out of 5 to complete 
the course successfully. 

WHAT 
ON 

EARTH 
IS . . .

The course should take 
you around 5 minutes
to complete. 
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What on 
earth is the
metaverse?
Well, technically, it’s not 
on earth at all! 

FUN FACT
The term ‘metaverse’ was coined by sci-fi writer Neal Stephenson 
who, in his 1992 novel Snow Crash, described a virtual world 
where people lead parallel lives.

FUN FACT
The currency of the metaverse will be cryptocurrency and non-fungible tokens (NFTs).

It’s a 3D virtual world where people can use virtual reality (VR) or augmented reality (AR) to…

Socialise Work Learn Play Shop

Its platforms are currently being built by the tech giants.

Augmented reality
AR is less immersive - it adds a virtual overlay on top of the real world via a lens.

So, you could review restaurant ratings as you walk down the street, 
or take an AR selfie with different accessories.

Security in the metaverse
Like everything connected to the internet, the metaverse will be a big target for cybercriminals.

They’ll be looking to steal our…

Identities Money Information

Who are you?

In the metaverse, people will build digital versions of 
themselves, known as avatars. 

But how can you be sure somebody is who they 
say they are? 

And what if somebody took control of your avatar?

Protect yourself
The metaverse is in its infancy, but you can never be too prepared. 

And the good news is, protecting yourself now means you’ll be better 
prepared to protect yourself in the future.

So…

Use multi-factor authentication and biometrics wherever available

Use long, strong passwords

Never reuse passwords across accounts

Password-protect all internet-connected devices

Keep all internet-connected devices updated with the latest security 
and product updates

Only download apps from reputable app stores

Protect your present. Protect your future.

Virtual reality
Virtual reality is a fully immersive experience where you can 
interact with the digital world using a VR headset or other tools.

So, you could attend a virtual concert with friends.

Topic areas
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Looking ahead

PP  = Primary product

SP  = Secondary product

Deliverables vary in duration and levels of customisation.
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Help your employees protect themselves 
and your organisation – contact TSC 
today to learn more about our cyber 
security month campaign.

Individual product prices 
start from £350. 

Want the whole campaign? 
We also have multi-buy 
discounts available.

enquiries@thesecuritycompany.com
thesecuritycompany.com

Contact:




